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Gundem

B Neden ESYA API
B API Bilesenleri
B Sertifika Dogrulama

B Elektronik Imza
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Neden ESYA API ?

B Standartlara uyumlu

| Milli

B Ama global

B Esnek / KonfigUratif
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ESYA API Bilesenleri BILGEM
[ XML IMZA ]
l CMS IMZA I
-
Sertifika Dogrulama
Akilh
Kart

SEGALE l Infra IlASNll Kripto I
Deposu
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Bilesenler - Kripto Kltlphanesi BILGEM

B Modluler

B Geliskin
- SHA2
= Elliptic Curve
- RNG
— Donanim modulu

— Yazilimsal
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Bilesenler - Kripto Kltlphanesi BILGEM

Imzalama

- Signer (BaseSigner)

Sifreleme

- Cipher (BaseCipher)
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Bilesenler — ASN Kutuphanesi BILGEM

Abstract Syntax Notation One (ASN.1)

Anahtar siniflar
— ECertificate
- ECRL
- EOCSPResponse
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Bilesenler — Infra(structure) Kutuphanesi BILGEM

Kaynaklara erisim
L1 Dizin
LI CiSDuP (OCSP)

[0 Zaman damgasi
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Bilesenler - Akilli Kart Kltiphanesi BILGEM

Kriptografik islemler icin givenli ortam

Kullanim o6rnekleri
— Sertifika Okumak
- Sifreleme/imzalama
- PKCS7 / BES imza



&

R {11 7)) 1 —

Bilesenler - Akilli Kart Kltiphanesi BILGEM

B Java 6 ile ekstra
— Java 6 kart tipi tanima destegi

- Java 6 AKIS APDU(application protocol data unit) destegi

B Java Akill Kart API'si kliguk uygulamalar igin optimize

- smartcard ve common .jar yeterli
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Bilesenler - Sertifika Deposu BILGEM

Sertika Deposu
- Dogrulama kaynaklarina yerel erisim

— Guvenilir sertifikalar, SIL vb.

OImza dogrulama igin gerekli.

LI Glvenli!

Kanuni olarak guvenilir sertifikalar KamuSM tarafindan imzali.
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Bilesenler - Sertifika Dogrulama Kuitliphanesi BILGEM

B Standartlara uygun
- X.509 Acik Anahtar Altyapisi (Sertifika, SIL vb.)
- RFC 4158 - Zincir olusturma
— RFC 5280 - Yapisal ve Zincir dogrulama

B Konfiguratif
- Sertifika dogrulama konfigurasyonu

- Sertifika deposu
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Sertifika Dogrulama BILGEM

Bilesenler
B Bulucu

B Eslestirici

B Kontrolcu
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Sertifika Dogrulama BILGEM

Kontrolcller

Sertifika ve SIL'lerin
L Yapisal 6zelliklerinin

L1 Sertifika zincir iliskisinin

standartlara uygunlugunu kontrol eden siniflardir.
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Sertifika Dogrulama BILGEM

Bulucular (Finder)
L Glvenilir Sertifika
L1 Sertifika
O Dogrulama Verisi
- SIL
- CISDuP

Nereden?
L1 Sertifika Deposu
L Online kaynaklar HTTP/LDAP
[ Dosya Sistemi
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Sertifika Dogrulama BILGEM

Eslestiriciler (Matcher)

B Bulunan dogrulama verisi (Sertifika, SIL, OCSP cevabi)
aranilan veriler mi?

LJRFC 5280
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Sertifika Dogrulama BILGEM

Kaydediciler (Saver)

L Bulunan kaynaklarin tekrar kullanimi



Sertifika Dogrulama

B XML Tabanl Konfigurasyon

<policy>
<find> ... </find>
<match> ... </match>
<validate> ... <validate>

<policy>
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Sertifika Dogrulama BILGEM

ValidationPolicy policy = PolicyReader.readValidationPolicy(
new FileInputStream(POLICY FILE));

ValidationSystem vs =
CertificateValidation.createValidationSystem(policy);

vs.setBaseValidationTime(Calendar.getInstance());

CertificateStatusInfo csi =
CertificateValidation.validateCertificate(vs, cert);
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Elektronik Imza BILGEM

3 ana ozellik :
O Kimlik dogrulama ve onaylama,
O Veri batinlaga

OInkar edilememezlik
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Elektronik Imza BILGEM

B CAdES
ASN.1 yapi
LORFC 3852 (CMS)
OETSI TS 101 733 - v1.8.1

B XAdES
XML yapi
LW3C XMLdSig
LETSI TS 101 903 - v1.4.2
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Imza Tipleri BILGEM

L1ES-BES
[1ES-EPES
LES-T

LOES-C

LES-X Type 1-2
[1 ES-X-Long

[ ES-A(rchive)
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Imza Profilleri BILGEM

B Anlik
B Kisa Omurli
B Uzun Omirli

O SIL
0 OCSP
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ESYA API BILGEM

https://yazilim.kamusm.gov.tr

B Test sertifikasi
B Test lisansi
B API bundle

B Test zaman damgasi
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Imza atma BILGEM

BaseSignedData bs = new BaseSignedData();
bs.addContent(new SignableByteArray("test".getBytes()));

Map<String, Object> params = ...;

ValidationPolicy policy= ...;

ECertificate cert = new ECertificate(new File(SIGNING_CERTIFICATE_PATH));
SmartCard sc = .. ;

BaseSigner signer = new SCSignerWithCertSerialNo (sc, session, slot,

cert.getSerialNumber().toByteArray(), SignatureAlg.RSA SHA256.getName());

/*add signer. Since the specified attributes are mandatory for bes,null is
given as parameter for optional attributes*/

bs.addSigner(ESignatureType.TYPE BES, cert , signer, null, params);
AsnIO.dosyayaz(bs.getEncoded(),SIGNATURE_FILE);

Set date Copyright © TUBITAK BILGEM 2011. All rights reserved. Page 25



&

Akilll Kart Kullanimi BILGEM

B XAdES

BaseSigner signer = getSmardCardSigner();

signature.sign(signer);
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Ayrik Imza BILGEM

Imzalanan veri buytk oldugunda ayrik imza kullaniimall

B CAdES
baseSigneddata.addContent(signable, false);

B XAdES

signature.addDocument(fileName, mimeType, false);
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Coklu imzalar BILGEM

B Paralel Imza
- Imzalar ayni seviyede

= Bir imza cikarsa...

B Seri Imza (Counter Signature)
- Imzay! imzalama

- Bir imza cikarsa, serideki sonraki imzalar da gikariimali...
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Coklu imzalar BILGEM

B CAdES Paralel Imza
byte[] signatureBytes = AsnIO.dosyadanOKU(SIGNATURE FILE);
BaseSignedData bsd = new BaseSignedData(signatureBytes);

bsd.addSigner(...);

B CAdES Seri Imza;

BaseSignedData bs = new BaseSignedData(signatureBytes);

Signer firstSigner = bs.getSignerList().get(90);
firstSigner.addCounterSigner(ESignatureType.TYPE BES, cert ,
signer, null, params);



Coklu Imzalar - XAdES

B SignedDocument

<?xml version="1.0" encoding="UTF-8" ?>
<ma3:envelope ...>

<ma3:data>
<ma3:data-item>...</ma3:data-item>
<ma3:data-item>...</ma3:data-item>
<ma3:data>

<ma3:signatures>
<ds:signature>...</ds:signature>
<ds:signature>...</ds:signature>

</ma3:signatures>

</ma3:envelope>
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Imza Tipleri Arasi Donlsim BILGEM

® CAdES

signedData.getSignerList().get(0)
.convert(ESignatureType.TYPE EST, params);

B XAdES
signature.upgradeToXAdES_T();
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Imza Dogrulama BILGEM

B CAdES
params.put(EParameters.P_EXTERNAL CONTENT, content );

SignedDataValidation sdv = new SignedDataValidation();

SignedDataValidationResult sdvr = sdv.verify(signedData,
params);

B XAdES

ValidationResult result = signature.verify();
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Arsiv Tipi Elektronik Imza BILGEN

B Arsiv tipine cevrim
[l Kriptografik metodlarin zaman icinde zayiflamasi

[1Son zaman damgasini imzalayan sertifikanin é6mrindn sonuna
yaklasmasi
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Sorular BILGEM
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